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Colasoft nChronos Server

System Requirements

Colasoft nChronos server is designed to work under heavy network traffic environment so it requires high performance server machine to
be installed, and for long-term traffic storage, a mass storage hard driver (or RAID) is suggested. The following are the minimum
requirements to install and run the server program normally. It is suggested that your system has a higher configuration, especially if you

use it to analyze traffic from several heavy traffic links.

Different editions have different hardware requirements, for details about minimum and recommended requirements please visit:

http://www.colasoft.com/nchronos/edtions.php.

Server Environment Setup

After you install nChronos server program on a server, next you should connect the server to the correct devices to capture traffic. The
correct devices are the network devices that have all traffic you want to monitor and they are able to send copies of the traffic to your
server’s NIC. nChronos server will automatically set the server’s NICs into promiscuous mode so that all traffic gets to the server will be

captured. Generally the correct devices include, managed switches, hubs and TAPs.

nChronos Server
MIC #1: capture traffic

NIC #2: communicate with console nChronos Console Managed Switch

(connect lo nChronos server
for analysis statistics)

Mirror traffic
to nChronos
server

Core Switch

(managed switch
with port mirroring/

A managed switch is the perfect choice that you can

utilize to copy the packets, and send it to a certain

monitor port, so that you can use the nChronos server

@R""‘” program to capture the packets. This function is named

Port Mirroring (Cisco calls it SPAN). For more details

about port mirroring, please visit Switch Management on

our website.

L2 Switch #2

Internet

Hub

nChronos Console

(connect ta nChronos server If there is not a managed switch in your network, you
for analysis statistics)

nChronos Server

MIC #1: capture traffic

NIC #2: communicate with console

may use a hub or Tap to get your network traffic. Note
that a general hub can only process 100 Mbps of traffic,
and it's not a good choice for a modern network. But if
the network traffic is small, a hub is also an economic

choice.
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Internet

Tap

Besides using a hub to capture traffic from a small

nChronos Server network, a tap is also a wise choice to capture traffic

NIC #1: capture traffic - .
NIC #2- communicate with console nChronos Console from a busy network. A tap is like a managed switch,
(connect to nChronos server . .
for analysis statistics) which is able to make a copy of each packet and send

% it to your server. For example, you can put a Tap
between a switch and a router, and you can get all the
traffic, inbound and outbound, and between them. But
all traffic behind the switch will not be captured because

they cannot go outside of the switch.

Installation

When you connect the server on which you are going to install nChronos server program, follow the steps below to install nChronos

server on the system:

1.

Double-click the installation file, Welcome screen appears, telling you that Colasoft nChronos server will be installed on your
machine. Click Next to continue or Cancel to exit setup.

Read the License Agreement carefully in the next screen to learn our terms and conditions concerning possession and use of
the product. You must accept the terms of the license agreement to continue the installation.

The screen presents the important information from the ReadMe file.

Select Destination Location screen. It suggests the default location to install the program. You may click Browse... to choose
another installation location. Note the space requirement display on the bottom of the dialog box. Make sure you have enough
space for the installation. Click Next to continue.

Select Start Menu Folder screen. Click the Browse... button to designate an alternate start menu folder. Click Next to continue.
Select Additional Tasks screen. Create a Desktop Icon and Create a Quick Icon are checked by default. Uncheck any
checkbox if you do not want to create the icon. Click Next to continue.

Now you are Ready to Install the console on your machine. Click Install to start installation or click Back to change your

settings.

Server Initialization

Double-click Colasoft nChronos Server icon on the desktop to open a web browser.
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\ Colasoft nChronos

- Step 1: Create Administrator Account

Create Admin
u Account
i Create Administrator Account, setup an
administrator account for the server

In case you lose your password and someone else uses
your password to make changes on your server, please

make sure you keep your password in a safe place.

Q.,“} Colasoft nChronos

Set the port numbers, one for server listening
another for console connection. If no special

requirements, you’'d better to keep these port numbers

by default.

Specify two disk volumes for packet data and
statistics data storage.

Colasoft nChronos

Step 3: Finish
Check your settings and click Done to finish settings.
Then the server will automatically restart.
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i+ Configurations Network Link
Basic Settings
No. Link Name Link Type Interface Count Status
User Acqout

System infmmatmn

H
Audit Lc!;

1

Add New Link

[ Yp——

Actions

‘Capture From:
Standard tap
Agaregation tap

.

Link Name: nchronos  —----

Switch (bidirectional traffi-:

Network Link - Set Network Link

Switch (unidirectional raffic)
Switch (pidirecional raffic)

a- )@ hitp:/1921686.8/netw O = B & X |[ @ Colasoft nChronos - Server .. x

“i- Configurations || Network Link - Set Network Link

Basic Settings
I coptue Interoce
Please select the interface to capture network traffic.
User Account

Interface Name Interface Status  Link Speed (Mbps)

System Information

Local Area Connection (192.168.6.1@j========= 1 Connected 100
Audit Log

Calculate inbound & traffic volume 2

192.168.0.0/24 *  Note:

For accurate outbound and inbound traffic analyss statistics,
the IP segment settings are necessary to be used to identify
IP address types and traffic directions.

Examples:
o 1P address & subnet mask: 192.168.0.0/2
« 1P address & subnet mask: 192.168.0.0/255.255.255.0
o 1P address range: 192.168.0.0-102.168.1
* Single IP address: 192.168.0.100
 Note: each entry should be kept on an indiidual ine

[ 3

Calculate inbound & outbound utilization ---------- 4
Inbound
Bandwidth: /1000 \pos
oubound  \Too oo 5
Bandwidth: bps
Back Save -3{--Cansal

@‘ & rip/192168 618 metn O - B € X | @ Colasoft nChronos - Server ..

< Configurations Network Link

Basic Settings

User Account 1 nchronos Switch (bidirectional traffic) 1

Interface Count  Status  Actions

System Information

Audit Log Add New Link

[ " -

Start a Link Monitoring

Click Network Link on the left panel
Click Add New Link button

Enter link name

Select the type of the traffic source device

Click Next

Select the adapters to capture traffic

Check Calculate inbound & outbound traffic
volume option

Enter the IP segment value to identify your Intranet
IP addresses

Check Calculate inbound & outbound utilization

Enter Inbound Bandwidth and Outbound
Bandwidth

Click Save to finish settings

Click Start button to start the link monitoring
session
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Colasoft nChronos Console

System Requirements

Colasoft nChronos console does not need a high performance machine and can be installed on many Windows operation systems, such

as Windows XP, Windows 2003, Windows Vista and x64 Edition and the latest Windows 7. The following are the minimum requirements

to install and run the console normally. It is suggested that your system has a higher configuration, especially if you need to use the built-

in Colasoft nChronos Analyzer to perform local in-depth traffic analysis.

Minimum Requirements

P4 2.8GHz CPU
2 GB RAM

Internet Explorer 6.0

Recommended Hardware

Intel Core Duo 2.4GHz CPU
4 GB RAM or more
Internet Explorer 7.0 or higher

Supported Windows Operating Systems

Windows XP (SP 1 or later) and 64bit Edition
Windows Server 2003 and 64bit Edition
Windows Vista and 64bit Edition

Windows Server 2008 and 64bit Edition
Windows 7 and 64bit Edition

Installation

1.

Double-click the installation file, Welcome screen appears, telling you that Colasoft nChronos console will be installed on your
machine. Click Next to continue or Cancel to exit setup.

Read the License Agreement carefully in the next screen to learn our terms and conditions concerning possession and use of
the product. You must accept the terms of the license agreement to continue the installation.

The screen presents the important information from the ReadMe file.

Select Destination Location screen. It suggests the default location to install the program. You may click Browse... to choose
another installation location. Note the space requirement display on the bottom of the dialog box. Make sure you have enough
space for the installation. Click Next to continue.

Select Start Menu Folder screen. Click the Browse... button to designate an alternate start menu folder. Click Next to continue.
Select Additional Tasks screen. Create a Desktop Icon and Create a Quick Icon are checked by default. Uncheck any

checkbox if you do not want to create the icon. Click Next to continue.
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7. Now you are Ready to Install the console on your machine. Click Install to start installation or click Back to change your

settings.

8. When installation is complete, the completing screen appears. Click Finish to close the setup wizard. The console will be

started if you checked Launch Program.

() Colasoft nChronos Console =)

i File

View Window Help

() Start Page %

e

Ses Qup .
T Colasoft nChronos Console v3.0 (Build 1417)
i Getting Started
i Welcome to Colasoft nChrones Console.
1 Server Properties

Connection informaton

Colasoft Ne

Address: [ R E - —— |
Colasoft nChro
May16, 201 -0|  Remoteports 3000 .
Username:  admin ——:
Resources a e [T — 5 ;
Server alas LY —— 6
Cancel

Server Explorer [EE

-
Connect to server: 192.168.5.37

:I This server hasn't been activated, do you want to activate it now?

Yes Mo
[

J |

==

Add a Server Connection

Click Click to add server link on the Server Explorer
Enter server IP address

Enter port number

Enter account name

Enter account password

Enter a name for this server (can be ignored)

Activate Server

Double-click on the new connection and the
activation window will pop out. Click Yes to continue.
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Colasoft Product Activation Wizard - Colasoft nChronos Server (192.168.5.37) M

Welcome to Colasaft product activation guide. Please carefully read the product
privacy statement before you continue.

Privacy Statement

»

The Colasoft Product Activation is an important process designed to verify
that the software products have been legitimately licensed.

Itis an effective method to protect the rights of our legal dients. One

[l license key is only allowed to be used on a single server or on a single PC.
t When you activate Colasoft Product over the Internet, you are not L
required to send any personal information to Colasoft, the product =
i activation s completely anonymous. Read the Privacy Statement and click Next.

When you activate Colasoft Product by email, you are required to send
the serial number and installation ID number displayed on your screen to
Colasoft. The installation ID number indudes an encrypted form of the
product ID and a hardware hash, or checksum, Mo personally identifying
data iz induded or required. The confirmation ID is simply an unlocking
code for the Colasoft Product installation on that particular PC. The n
information that you provide will be securely stored by Colasoft and will be
protected from discosure to any third parties without your consent.

During the product activation process, Colasoft creates a unique hardware
identification that represents the configuration of the PC at the time of

activation. The hardware identification does not indude any personal -
< Back MNext = ] [ Cancel
A y
Tl ™
Colasoft Product Activation Wizard - Colasoft nChronos Server (192.168.3.37) g

Welcom to activation guide, please input the product serial number:

Serial Number:

i (@ Activate online (Recommended)

| . . o
® Activate by e-mai (Within two business days) Enter your serial number and click Next and wait till

activation finishes

< Back ][ Next = ][ Cancel
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() Colasoft nChronos Console =)

i Flle View Window Help

1| O st | Connect and Open a Link

o D= g T \
L] W @) | Gl = ma-minute Window + e/ Traffic +
@ Server Group

4@ NChronos #1 =========- 1 [20T1705726 16:04:04 - 16:04:21
N Local 6000 Mbps

600.0 Mbps

4000 Mbps

Double-click the server name, or right-click and

[\ B

200.0 Mbps

choose Connect from the context menu on the Server

05726 16:02:30  16:03:00 16:03:30 16:04:00 16:04:30 16:05:00 16:05:30 16:06:00
~Summary | Application” TP Address | Physical Address | TP C [ Physical C [TCPC UDP Con 4 P Explorer
IP Address
Bl | aE Search IP Address -
‘Addves; ‘ Bytes v | Pa:kets‘ bps‘ ppsl T Bytesl RxBytesl T Pa:kml Rx”.l a
1921681128 ME 2,649,498 4054MB 155852 50407 MB 18519 MB 1412760 12.. =
Link name: Local 18128289 | 3157 M8 36,194 186MB 2120 98520KB 3060 MB 12927 23,.
Link type: Switch (bidirectional t... o206 | 2895MB 35,532 170MB 2090  105MB 2790 MB 13671 21,. . . .
Link status: Manitaring 60205073 | 18.20 MB 30,184 107 MB 1,775 298MB 1523 MB 12,278 17,. DOUble'C“Ck the Ilnk name to Open the WIndOW to
=962 | 1762M8 | 24449 104MB 1438  73633KB 1690 MB 10129 14,..
= ! . .
. = a4000471 | 1673MB 73009 100755KB 4294  489MB  1184MB 36501  36,.. view network data ana|ys|s screen
Filter Accepted: 0, Rejected: 0 B 21850170424 | 1543M8 21983 OU34KE 1203 GI797KE 1453 MB 8502 13,..
Alam: 0 = 196.217.55.188 | 1510M8 22280  90949KB 1310 GG02BKB 1445 MB 8806 13,..
In/Outtrafficc.  Enabled M g157121180 | 1429MB 62464  86077KB 3674  419MB  1010MB 31406 31,.
In/Out utilization: Enabled W11 | 1376MB 24340 82902KB 1431 B7765KB 1291 MB 9335 15,
T e 6021721655 | 1338MB 18723 80573KB 1101 68495KB 1271 MB 6742 11,.
5311199206 | 1220MB 53274 7385KB 3133 356MB  B6IMB 26689 26,.
|

Server Explorer [ENE 158 1055 MB 61781  63528KB 3634  502MB  55IMB 30510 3.
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